Internet payment blockades are an attempt
INTRODUCTION
In August of 2010, Pentagon officials publicly threatened reprisals against Julian Assange and his website, WikiLeaks, over the site's publication of leaked military and diplomatic documents, many of them containing information embarrassing to the U.S. government. 1 Less than a week later, the U.K.-based payment processor Moneybookers (now rebranded as Skrill) stopped accepting public donations to WikiLeaks and closed its account. 2 In December of that year, PayPal did the same,
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INTERNET PAYMENT BLOCKADES 1525 followed shortly thereafter by Visa and MasterCard. 3 Cumulatively, these actions created a payment blockade that seriously threatened the site's continued existence. According to Assange, the blockade cost WikiLeaks 95% of its revenue and very nearly starved it to death. 4 None of the participating payment processors was under court order to block payments to WikiLeaks, and there had been no legal process in either the United Kingdom or the United States finding Assange or WikiLeaks guilty of any crime. 5 The blockade resulted from a series of business decisions by corporate executives and their risk managers. When queried by a journalist from Forbes about the reason for their actions, MasterCard and Visa offered no comment. 6 Moneybookers cited the fact that the U.S. government had added WikiLeaks to its "terrorism watchlist." 7 Documents later obtained and released by WikiLeaks in connection with a European Commission investigation of the blockade established that staffers for U.S. lawmakers directly pressured MasterCard and Visa to take the action they took. 8 The crippling multilateral payment blockade to which WikiLeaks became subject highlights the existential power of payment intermediaries in the Internet ecosystem and the indirect control they can exercise over online transactions and associated speech. Whereas it is trivially easy for the operator of a seized or blacklisted domain name to relocate objectionable content to another domain, it is much more difficult for a website operator to replace a canceled banking relationship. police online activity because approximately eighty percent of online transactions use a credit or debit card as a method of payment, and most of those transactions go through one of two payment systems: MasterCard or Visa.
10
As Ronald Mann and Seth Belzley have observed, concentration and high barriers to entry in the market for payment processing make payment intermediaries a logical choke point for regulators to target. 11 Moreover, payment blockades can reach online enterprises hosted abroad, thereby extending the reach of U.S. power and law beyond their territorial limits. 12 Julian Assange managed to elude U.S. authorities by hiding out in the Ecuadorian embassy in London. 13 WikiLeaks was not so lucky, insofar as it was operationally reliant on private actors amenable to official pressure and well-situated to punish officially disapproved conduct.
14 The WikiLeaks payment blockade was an expression through private actors of the government's desire to regulate the flow of information over the Internet for law enforcement purposes. It serves as a fairly dramatic example of the ease with which the government can convince powerful corporate actors to do its bidding when behind-the-scenes pressure is brought to bear. 14. See Press Ass'n, supra note 8. 15. The U.S. government successfully pressured other intermediaries to punish WikiLeaks as well. Amazon.com terminated hosting services for WikiLeaks' documents without any legal process or court order. Doug Gross, WikiLeaks Cut off from Amazon Servers, CNN (Dec. 2, 2010, 8:49 AM), http://edition.cnn.com/2010/US/12/01/wikileaks.amazon/index.html (reporting on the service termination and quoting Senator Lieberman's statement that Amazon had made the "right decision").
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INTERNET PAYMENT BLOCKADES 1527 censorship, 16 soft censorship, 17 and "new-school" speech regulation.
18
The U.S. government's approach to enlisting payment intermediaries as online law enforcers has historically been bimodal-a combination of straightforward command-and-control regulation, as seen in the online gambling context, 19 and less transparent behind-the-scenes pressure, as seen in the WikiLeaks case. The latter mode has been de rigueur in the areas of anti-counterfeiting and anti-piracy since the White House Office of the Intellectual Property Enforcement Coordinator (IPEC) came into existence in 2009. 20 With the possibility of command-and-control regulation in the background-and sometimes with such regulation pending in Congress-IPEC has pressured a wide range of online intermediaries into adopting "voluntary best practices" for assisting in the enforcement of intellectual property rights. 21 The most visible voluntary agreement in 16 . Seth F. Kreimer, Censorship by Proxy: The First Amendment, Internet Intermediaries, and the Problem of the Weakest Link, 155 U. PA. L. REV. 11, 14 (2006) ("The Internet's resistance to direct regulation of speakers and listeners rests on a complex chain of connections, and emerging regulatory mechanisms have begun to focus on the weak links in that chain. Rather than attacking speakers or listeners directly, governments have sought to enlist private actors within the chain as proxy censors to control the flow of information.").
17. Derek E. Bambauer, Orwell's Armchair, 79 U. CHI. L. REV. 863, 870 (2012) (contrasting "hard censorship" with "soft censorship" and including in the latter category "persuasion through pressure").
18. Jack M. Balkin, Old-School/New-School Speech Regulation, 127 HARV. L. REV. 2296, 2298 (2014) (explaining that "new-school" techniques of speech regulation "regulate speech through control over digital networks and auxiliary services like search engines, payment systems, and advertisers; instead of focusing directly on publishers and speakers, they are aimed at the owners of digital infrastructure").
19. An example of command-and-control deputization of payment intermediaries as law enforcers is the Unlawful Internet Gaming Enforcement Act of 2006, 31 U.S.C. § § 5361-5367 (2012), for which implementing regulations require financial institutions to identify and block illegal online gambling transactions. this space is the 2011 Memorandum of Understanding (MOU) between corporate copyright owners and residential broadband providers that created the Copyright Alert System (CAS), a graduated response protocol for mitigating infringement over peer-to-peer (P2P) file-sharing networks.
22
A lesser-known agreement was concluded in the same year by major payment processors and corporate copyright and trademark owners. That agreement, which established a notice-and-termination protocol for online merchants accused of piracy or counterfeiting, is the subject of this Article. The payment processors' best practices agreement serves as one more example of a mode of regulation that Julia Black has called "coerced self-regulation" 23 and that I have described elsewhere as state-promoted private ordering. 24, 27 (1996) . Black identifies four self-regulatory modes, each of which is defined in terms of the government's role in its development, adoption, and enforcement:
Broadly, we can identify four types of possible relationship: mandated selfregulation, in which a collective group, an industry or profession for example, is required or designated by the government to formulate and enforce norms within a framework defined by the government, usually in broad terms; sanctioned selfregulation, in which the collective group itself formulates the regulation, which is then subjected to government approval; coerced self-regulation, in which the industry itself formulates and imposes regulation but in response to threats by the government that if it does not the government will impose statutory regulation; and voluntary self-regulation, where there is no active state involvement, direct or indirect, in promoting or mandating self-regulation. Part I discusses the regulatory environment that gave rise to the agreement. Part II describes the agreement itself, including the merchant termination protocol it specifies and the implementation of that protocol. Part III explores some normative concerns associated with the use of payment blockades as an anti-piracy and anti-counterfeiting strategy. Part IV considers the efficacy of payment blockades, taking into account methods of circumvention such as vouchers and virtual currencies.
Id. (footnotes omitted

I. WORKING TOWARD PAYMENT BLOCKADES: THE ROAD TO VOLUNTARISM
This Part surveys the copyright and trademark industries' multifaceted strategy for deputizing payment intermediaries in the fight against online counterfeiting and piracy. It traces industry efforts from the federal courts to Congress and, finally, to the executive branch, where IPEC put the weight of the White House behind a voluntary enforcement agreement that all major processors of online payments ultimately adopted.
A. In the Courts: Perfect 10 and the Secondary Liability Gambit
The road to voluntary payment blockades for anti-piracy and anticounterfeiting enforcement begins with Perfect 10, a magazine publisher and website operator selling subscription-based access to "tasteful copyrighted images of the world's most beautiful natural models."
27
In 2004, Perfect 10 sued Visa, MasterCard, and other payment intermediaries (collectively, Visa) on the theory that they were contributorily and vicariously liable for infringements occurring on socalled Stolen Content Websites to which Visa provided payment processing services.
28
Perfect 10's secondary liability claims sounded in both copyright and trademark law. 29 The complaint alleged that Perfect 10 sent notices to Visa identifying the accused websites and stating that customers of those websites were using Visa cards to purchase infringing photographs.
30
Visa admitted to receiving the notices but took no action in response to them.
31
The district court dismissed the claims against Visa with prejudice on a Rule 12(b)(6) motion. 
33
A short primer on secondary liability doctrines in copyright and trademark law is helpful for understanding the challenge courts face in applying the doctrines to such functionally diverse online intermediaries as broadband access providers, payment processors, search engines, ad networks, auction platforms, and user-generated content sites. These doctrines are the primary legal mechanism for incentivizing online intermediaries to become regulators of their users' speech and activity. 34 No statutory cause of action exists for secondary infringement in either the Copyright Act or the Lanham Act, but the doctrines of contributory and vicarious infringement are well-established in both bodies of case law.
35
Trademark law, however, defines secondary infringement more narrowly than copyright law does.
36
From a policy perspective, well-defined and carefully circumscribed secondary liability rules are necessary to prevent the injustice that could easily result from making one party pay for another's bad acts.
37
The common law standards for secondary infringement have evolved accordingly: where the allegation is of contributory infringement, the plaintiff must prove that the alleged secondary infringer acted culpably to facilitate the infringement; where the allegation is of vicarious infringement, the plaintiff must prove that the alleged secondary infringer's relationship to the direct infringer entailed a degree of control 33 The requisite knowledge on the part of the accused can be actual or constructive, but in either case it must be knowledge of specific instances of infringing activity, as opposed to a generalized knowledge that direct infringement is occurring on the service in question. 40 Willful blindness to specific instances of infringement also constitutes knowledge, though the courts have not established the precise contours of the willful blindness doctrine in copyright cases.
41
To prove willful blindness, a plaintiff must show that the accused secondary infringer engaged in a "deliberate effort to avoid guilty knowledge."
42
If a defendant "actively strives to provide the environment and the market for counterfeit . . . sales," then supplying the "site and facilities" for infringing activity is sufficient to establish the element of causation or material contribution. 43 Inducing direct infringement likewise entails active conduct intended to encourage direct infringement, such as advertising an infringing use of a product or service or instructing users how to use a product or service to infringe. 44 Some courts treat inducement as a distinct theory of secondary liability, but others treat it as a species of contributory infringement. This more general proposition highlights the role of causation in the contributory infringement analysis and the debt that secondary liability doctrines in copyright law owe to tort law. 48 Evaluating Perfect 10's contributory infringement claim required the Ninth Circuit to decide how its prior decisions interpreting the "site and facilities" doctrine apply in an e-commerce context, where the defendant's services made direct infringement more profitable but were not otherwise implicated in it. 49 The majority adopted a carefully cabined interpretation of what it means to provide the "site and facilities" for infringement, reasoning that a broader interpretation would improvidently expand the scope of secondary liability to reach intermediaries whose systems are only peripherally related to infringing activities.
50
Although the majority acknowledged that Visa's payment systems "make it easier for . . . infringement to be profitable," it held that because the payment processors themselves were not essential to the conduct of directly infringing activities (i.e. reproduction, distribution, and public display), they made no material contribution to those activities.
51
The majority differentiated payment systems like Visa's from the brick-and-mortar swap meet in Fonovisa v. Cherry Auction, pointing out that the infringing material in Fonovisa was "physically located in and By this logic, Visa's payment system is not the "site" of any infringing activity; rather, the websites for which Visa's system processed payments are the "sites" of actual infringing activity. 55 On the issue of inducement, the majority held that Visa in no way designed or promoted its payment system as a means to infringe copyrights. 56 The majority concluded that having "the power to undermine the commercial viability of infringement" does not constitute material contribution to infringement or inducement to infringe. 57 
Contributory Trademark Infringement
An intermediary can be liable for contributory trademark infringement if it "intentionally induced" an underlying direct infringement or "continued to supply" either a service or an infringing product to a direct infringer while knowing of the direct infringement.
58
When the intermediary in question is a service provider rather than a product supplier, the service provider must exhibit "direct control and monitoring of the instrumentality" used by the direct infringer to infringe the mark.
59
These are higher hurdles for a plaintiff than the knowledge and material contribution standards in copyright law. 60 Having already concluded that Visa was not liable for contributory copyright infringement, the majority easily concluded that Perfect 10 failed to carry its burden with respect to the more rigorous standards of trademark law. Visa to support a claim that Visa induced its customers to infringe Perfect 10's marks. 62 Moreover, the majority said, echoing its reasoning concerning what constitutes a "site" of copyright infringement, Visa's payment network is not the "instrumentality" through which third parties infringe Perfect 10's trademarks. 63 The acts of direct infringement alleged by Perfect 10 occurred on third-party websites whose contents were beyond Visa's direct control as a payment processor.
64
Those sites, and not Visa's payment network, were the instrumentalities of direct infringement. At best, Visa could only indirectly control conduct on the sites where the primary infringements were occurring, 65 and indirect control cannot support a finding of liability.
Vicarious Copyright Infringement
Turning to vicarious copyright infringement, an online intermediary can be liable if it had, but declined to exercise, the right and ability to control or supervise a direct infringer from whose actions it directly profited.
66
The control element of a claim for vicarious copyright infringement requires both proof that the defendant had the legal right to control the actions of the direct infringer and proof that the defendant had the practical ability to do so.
67
That element is satisfied, for example, if the defendant reserves the right in its terms of service to terminate access for infringing users, and the architecture of the defendant's system enables the defendant to locate infringing material.
68
There is no scienter element to a claim of vicarious infringement, which is consonant with the agency law origins of the cause of action.
69
It doesn't matter whether the defendant knew what the direct infringer was doing; it matters only whether the defendant was in a position to control what the direct infringer was doing. The direct profit or financial benefit element is satisfied if infringing material is a draw for users or increases the attractiveness of the defendant's venue or service. benefit (e.g., a commission on the sale of infringing works) is required.
71
To evaluate Perfect 10's claim for vicarious infringement, the court had to consider whether the control element is satisfied when a payment processor has the right and ability to terminate payments to a site on which direct infringement is occurring, but has no direct control over the infringing content on the site. Perfect 10 argued that Visa's terms of service, which permit it to require member merchants to stop illegal activity as a condition of their continued receipt of payments, were sufficient to establish that the payment processor has the right and ability to control the content on member merchants' sites.
72
The majority disagreed, drawing a fine line between the ability to exert financial pressure on a merchant to induce it to alter its conduct and the right and ability to directly control the merchant's infringing conduct, which was the reproduction, alteration, and distribution of Perfect 10's copyrighted photographs.
73
The dispositive difference, the majority asserted, is between a payment processor's ability to affect infringement on thirdparty sites, which it can do, and its ability to actually supervise and control infringing acts on those sites, which it can't: "Defendants cannot take away the software the offending sites use to copy, alter, and distribute the infringing images, cannot remove those websites from the Internet, and cannot themselves block the distribution of those images over the Internet."
74
Fonovisa and Napster, the majority explained, did not support Perfect 10's argument because in both of those cases the defendants "had the right to remove individual infringers from the very place the infringement was happening." 75 The fact that infringements occur on Visa's merchants' websites instead of on Visa's payment system was central to the majority's reasoning concerning the control element, as it had been in the analysis of the site and facilities element of contributory infringement.
Vicarious Trademark Infringement
As with standards for contributory infringement, standards for vicarious infringement differ between copyright and trademark law. For an intermediary to be vicariously liable for trademark infringement, it must have acted in apparent or actual partnership with the direct infringer, and the two must "have authority to bind [each] product" or service.
76
For the same reasons that the majority rejected Perfect 10's claim that Visa had the "right and ability to control" direct copyright infringements occurring on the accused websites, it rejected the claim that Visa and the operators of the accused websites exercised joint ownership or control over the direct trademark infringements.
77
In response to Perfect 10's allegation that Visa and the website operators were in a "symbiotic financial partnership," the majority pointed out that Visa did not share in the profits of infringement. 78 Rather, Visa simply processed payments and collected standard processing fees for each transaction. On the element of material contribution, he was dismissive of the majority's attempt to distinguish payment processors from search engine operators, which he pointed out can be held contributorily liable under the court's previous decision in Amazon.com.
82
The majority distinguished payment processors from search engine operators on the rationale that the latter, as information location tools, are more essential to infringement.
83
But search engine operators, Judge Kozinski countered, are no more essential than payment processors to the commission of infringing acts.
84
The two types of intermediaries, he said, are fungible when it comes to the importance of their roles in facilitating direct infringements.
85
Just as search engines play a substantial role in helping users locate infringing material, payment processors play a substantial role in helping users buy infringing Id. at 797-98 n.8 (majority opinion) ("Because location services lead Internet users directly to infringing images and often display them on the website of the service itself, we find that location services are more important and more essential-indeed, more 'material'-to infringement than payment services are.").
84. See id. at 811 (Kozinski, J., dissenting). 85. See id. ("If a consumer wishes to buy an infringing image from one of the Stolen Content Websites, he can do so by using Visa or MasterCard, just as he can use Google to find the infringing images in the first place.").
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INTERNET PAYMENT BLOCKADES 1537 material: "It's not possible to distribute by sale without receiving compensation, so payment is in fact part of the infringement process."
86
He concluded that processing payment for infringing images "is not just an economic incentive for infringement; it's an essential step in the infringement process."
87
Thus, because payment processors are central to infringement, holding them liable would not risk sliding down a slippery slope that leads to liability for peripheral intermediaries.
88
On the question of right and ability to control, Judge Kozinski agreed with Perfect 10 that Visa's terms of service give it both the contractual right to require merchants to cease illegal activities on their sites and the practical ability to do so. 89 By his reasoning, control of the mechanics of transferring infringing material is not necessary to satisfy the control element because payment and distribution are inextricably linked: "In a commercial environment, distribution and payment are (to use a quaint anachronism) like love and marriage-you can't have one without the other. If cards don't process payment, pirates don't deliver booty." 90 Moreover, he said, if the ability to control is understood as the court defined it in Amazon.com-not just the ability to stop infringement but also the ability to limit it-then payment processors have that ability because withdrawing financial support from a website threatens its continued viability even if the site can survive.
91
Judge Kozinski accused the majority of substituting the "practical ability" test from Amazon.com for an "absolute right to stop" standard.
92
He saw no principled way, following the court's decision in Amazon.com, to let payment processors off the hook for failing to exercise their contractual right to require merchants to stop directly infringing. 93 With respect to Visa's secondary liability under trademark law, Judge Kozinski was no less scathing in his criticism of the majority's reasoning 86 He found the requisite "control and monitoring" elements to support Perfect 10's claim of contributory infringement in Visa's ability to approve or deny the processing of any given payment. 95 And whereas the majority saw no "symbiotic partnership" between Visa and the operators of the accused websites for purposes of establishing vicarious liability, 96 Judge Kozinski asserted that payment processors like Visa reap "huge profits" from processing payments for infringing and counterfeit goods. The majority and the dissent in Visa are painstakingly reasoned, minutely responsive to each other, and about as diametrically opposed as two lines of reasoning on the same issues can possibly be. For as plausible as Judge Kozinski's dissent was, and for as strained as the majority's efforts were to avoid Amazon.com by distinguishing search engine operators from payment processors, the majority's decision is both legible and defensible as a matter of fairness and innovation policy. 99 The majority declined to subject Visa and its co-defendants to liability for secondary copyright infringements from which they could not have insulated themselves by complying with the safe harbor provisions in the Digital Millennium Copyright Act (DMCA).
100
Although Congress drafted the DMCA's safe harbors with the intention of letting the courts develop secondary liability doctrines for online intermediaries, 101 Congress also designed the safe harbors "to facilitate the robust development and world-wide expansion of electronic commerce." 102 The omission of payment processors, which are the lynchpin of e-commerce, from the DMCA's safe harbor framework suggests that Congress neither 94 majority's analysis as "tortured" and arguing that it would have been preferable for the majority to base its holding explicitly on policy considerations).
100. The DMCA's safe harbors cover online service providers engaged in specific activities that may implicate infringing materials: routing and transmission, system caching, storing material at the direction of users, and hypertext linking. See 17 U.S.C. § 512(a)-(d) (2012). Payment processing is not a covered activity. See id.
101. See S. REP. NO. 105-190, at 19 (1998) ("Rather than embarking upon a wholesale clarification of these doctrines, the Committee decided to leave current law in its evolving state and, instead, to create a series of 'safe harbors,' for certain common activities of service providers.").
102. Id. at 1.
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INTERNET PAYMENT BLOCKADES 1539 contemplated nor foresaw that copyright's secondary liability doctrines could stretch far enough to encompass them.
103
It seems highly unlikely that Congress would have intentionally excluded payment processors from safe harbor, given their importance to the expansion of e-commerce. In Amazon.com, Google was able to assert the DMCA's section 512(d) safe harbor for information location tools. 104 In Visa, by contrast, the defendant payment processors could not have invoked any section 512 safe harbor, leaving them wide open to crippling statutory damages. 105 That fact made a difference to the majority, which was concerned that secondary liability for payment processors would have a chilling effect on e-commerce. 106 It made no difference whatsoever to Judge Kozinski, who viewed payment processors not as the engine of e-commerce but as "marauders who pilfer the property of law-abiding, tax-paying rights holders, and who turn consumers into recipients of stolen property."
107
He was equally unmoved by the prospect that ineligibility for safe harbor puts payment processors in an unfair bind. limits the liability of a service provider 'for infringement of copyright by reason of the provider referring or linking users to an online location containing infringing material or infringing activity, by using information location tools, including a directory, index, reference, pointer, or hypertext link' if the service provider meets certain criteria.").
105. See Perfect 10, Inc. v. Visa Int'l Serv., Ass'n, 494 F.3d 788, 796 n.4 (9th Cir. 2007) (noting that Perfect 10 sought the "anomalous result" of holding Visa liable for third-party infringements that it could not have protected itself from by claiming safe harbor, both because it was not an eligible "service provider" within the meaning of the DMCA and because it lacked the ability to remove infringing content from its merchants' sites).
106. See id. at 794 ("We evaluate Perfect 10's claims with an awareness that credit cards serve as the primary engine of electronic commerce and that Congress has determined it to be the policy of the United States . . . to promote the continued development of the Internet . . . ." (internal quotation marks omitted)).
107. Id. at 824 (Kozinski, J., dissenting). 108. See id. at 824 n.25 (asserting matter-of-factly that "there is no anomaly in treating parties that are covered by the statute differently from those that are not"). unacknowledged policy-driven rationales.
109
It is also true, however, that policy considerations have a legitimate role to play when claimants invite courts to expand existing common law liability doctrines beyond their recognized scope. As a practical matter, Visa marked the end of the road for rights owners' efforts to use secondary liability rules to compel payment processors to stop the flow of money to alleged "Stolen Content Websites." In 2008, the U.S. Supreme Court denied Perfect 10's petition for certiorari, letting the Ninth Circuit's judgment in favor of Visa stand.
110
No one has re-litigated the issue since, and rights owners strategically shifted their attention in the wake of Visa to other regulatory venues in pursuit of their "follow the money" enforcement agenda. The sound recording and motion picture industries lobbied aggressively for all three.
114
COICA didn't get much attention beyond the Beltway, but SOPA and PIPA ignited a media firestorm and public outcry that will not soon be forgotten on Capitol Hill: 
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Google co-founder Sergey Brin and other prominent Internet entrepreneurs asserted that the legislation would give the U.S. government "power to censor the web using techniques similar to those used by China . . . and Iran." Contributing to and marshaling web-roots resistance, the operators of Wikipedia made the unprecedented decision to "go dark" in protest for one day-January 18, 2012. In addition to Wikipedia, more than 100,000 Internet companies, including Google, Mozilla, Reddit, and I Can Has Cheezburger (of LOLcats fame), joined the one-day protest. Their forms of protest varied, but their message to their users and fans was unitary: "Petition your elected representatives to oppose these bills." And petition their representatives people didin droves. Google reported that 4.5 million people in one day signed its petition opposing SOPA and PIPA.
115
The provisions in the bills that became lightning rods for criticism were those requiring domain name system (DNS) authorities in the United States to prevent domain names associated with "rogue sites" from resolving to their designated Internet Protocol (IP) addresses.
116
Network engineers predicted that government orders to U.S.-based DNS authorities to block certain websites would lead some of the more sophisticated parties hosting those sites to create splinter or parallel systems for resolving domain names, thus fragmenting the unified structure of the DNS, on which the integrity of the Internet's global addressing system depends.
117
Such fragmentation, the bills' opponents asserted, would effectively "break the Internet." The things we'll all be doing to bypass the local DNS restrictions imposed by our coffee shops or our governments or our ISPs will break everything. Where this ends is with questions like 'which DNS system are you using?' and 'which DNS systems is your TLD in?' which in other words means that where this ends is a world without universal naming.").
118. See, e.g., Mark Lemley, David S. Levine & David G. Post, Don't Break the Internet, 64 STAN. L. REV. ONLINE 34 (2011) ("Directing the remedial power of the courts towards the Internet's core technical infrastructure in this sledgehammer fashion has impact far beyond intellectual property rights enforcement-it threatens the fundamental principle of interconnectivity that is at the very heart of the Internet.").
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attention, but they were an integral part of the bills' comprehensive, multi-intermediary approach to eliminating targeted sites from the Internet.
119
The relevant provisions were virtually identical across the three pieces of legislation: COICA required "a financial transaction provider" to "take reasonable measures . . . to prevent . . . its service from processing transactions for customers located within the United States based on purchases associated with the domain name; and . . It is difficult to predict how COICA, SOPA, and PIPA would have fared had they not contained the controversial DNS provisions that ultimately doomed them. Responses to the legislation among the major payment processors were divided, with a majority opposed. 
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124
Although MasterCard was the only payment processor to make a public statement to that effect, many others were then participating in a parallel executive-branch effort to secure their cooperation as copyright and trademark enforcers. That effort resulted in the voluntary best practices agreement discussed at length in Part II below. The document, dated May 16, 2011-more than five months before SOPA was introduced in the House of Representativescarried the endorsement of five major payment processors. 125 To the extent that the threat of command-and-control intervention created a regulatory environment conducive to the conclusion of a more flexible, non-binding voluntary agreement-and it seems fair to infer that it didthat threat was embodied in COICA.
C. In the White House: IPEC and the Paradox of Non-Regulatory Regulation
IPEC has prodded all of the online intermediaries that would have been subject to the mandatory blocking provisions in COICA, SOPA, and PIPA-payment processors, search engines, domain name registry operators (i.e., Internet service providers), and online advertising networks-to implement equivalent blocking protocols through voluntary agreements. In its first Joint Strategic Plan (JSP), published in 2010, IPEC announced its intent to "encourage" private-sector cooperation to reduce online infringement and counterfeiting:
The Administration encourages cooperative efforts within the business community to reduce Internet piracy. The Administration believes that it is essential for the private sector, including content owners, Internet service providers, advertising brokers, payment processors and search engines, to work collaboratively, consistent with the antitrust laws, to address activity that has a negative economic impact and undermines U.S. businesses, and to seek practical and efficient solutions to address infringement. This should be achieved through carefully crafted and balanced agreements. The 2011 JSP recapitulated the theme of voluntary cooperation but asserted a more active, facilitative role for IPEC in the process:
Since the release of the Strategy, we have facilitated and encouraged dialogue among the different private sector Internet intermediaries that contribute to the dynamic nature and functioning of the Internet, including payment processors, search engines, and domain name registrars and registries. These entities can support efforts by rightholders and law enforcement to reduce online infringement in a manner consistent with our commitment to the principles of fair process, freedom of expression and other important public policy objectives. We believe that most companies share the view that providing services to infringing sites is inconsistent with good corporate business practice, and we are beginning to see several companies take the lead in pursuing voluntary cooperative action.
127
In 2012, IPEC was more specific about the nature of the cooperation it encouraged, cloaking references to website blocking-a four-letter word following the SOPA and PIPA debates-in the language of epidemiology and contagion control: "We have facilitated voluntary agreements to 'quarantine' sites engaged in counterfeiting and piracy by working cooperatively with credit card companies, domain name registrars, and online advertisers."
128
In its 2013 JSP, IPEC boasted a number of successes in the realm of "facilitating" voluntary agreements, including the best practices agreement for payment processors, the creation of the Center for Safe Internet Pharmacies "to combat fake online 'pharmacies' selling dangerous illegal drugs over the Internet," the graduated response MOU between broadband providers and rights owners, and a "leadership pledge" by advertisers "to not support online piracy and counterfeiting with advertising revenue." 
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INTERNET PAYMENT BLOCKADES 1545 leadership pledge by advertisers was a voluntary best practices agreement for advertising networks. 130 The precise nature of IPEC's facilitation of voluntary agreements is unclear; however, the very fact that the government convenes and participates in negotiations over such agreements calls their voluntariness into question. 131 IPEC characterizes its approach to private-sector cooperation as a "voluntary, non-regulatory" one, 132 but that is an oversimplification. The approach is certainly non-regulatory in the literal sense: it has produced no new public laws, and there is no public record of IPEC's involvement in the negotiation of any of the voluntary agreements for which it has taken credit. It is regulatory, however, in the very real sense that the government is playing an active role in the formation of "sticky" (and sometimes legally binding) industrial norms. Julia Black's distinction between voluntary self-regulation and coerced self-regulation is fitting in this context.
133
IPEC regards "best practices" intellectual property enforcement agreements as a form of voluntary selfregulation, but calling an agreement voluntary doesn't make it so. If the administration's approach were truly non-regulatory, then IPEC would not act as a midwife to these agreements and publicly claim credit when they are born. Moreover, IPEC makes specific legislative recommendations in its annual JSPs, which means that the shadow of potential law hangs perennially over the private-sector conversations that it facilitates. 134 In light of these realities, it is more honest to classify voluntary agreements as a form of regulation by arm-twisting. Office (USPTO) to conduct an official study to assess their efficacy.
136
Less than three months after that study began, the House Judiciary Committee's Subcommittee on Courts, Intellectual Property, and the Internet held a hearing on the same subject, 137 signaling coordination between the two branches and an official expectation, however vague, of measurable results. In his opening statement at the House hearing, Representative Mel Watt was candid about the causal relationship between threatened regulation and private-sector voluntarism: "We are certainly not here to relitigate SOPA," he said, "but I do believe that the SOPA debate . . . helped motivate an important shift in the willingness of some parties to engage more aggressively in negotiating . . . some of the best practices we are considering here today." 138 "Indeed," he continued, "some of the entities that fought vigorously to defeat SOPA are now constructive parties to voluntary agreements designed to combat the drain on our economy . . . that online piracy and counterfeiting represent."
139
As the Motion Picture Association of America (MPAA) acknowledged with equal candor in comments submitted for the USPTO study, "a party's willingness to commit to a particular practice will depend to a significant degree on what it perceives to be the legal consequence (or lack thereof) of continuing its current course of action, and not committing to any voluntary agreement." 140 The regulatory dynamic is implicit but clear: volunteer or be compelled.
When the government takes so active an interest in the negotiation and performance of private-sector agreements as it has taken in the online intellectual property enforcement space, the line between public and private law becomes blurred in ways that may ultimately undermine desired regulatory outcomes. In its comments for the USPTO study, the Computer & Communications Industry Association (CCIA) questioned both the basis for and the wisdom of de facto governmental oversight of private-sector agreements: 
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The [IPEC JSP] provided no indication of the basis for this directive; rather, it proceeded from the unexamined premise that the U.S. Government should be evaluating unregulated, private sector action in the first place. This proposal itself deserves additional consideration. Depending on the nature of the evaluation, industry stakeholders may perceive government assessments as a form of soft regulation. Should government evaluation be perceived as imposing regulatory compliance burdens, it will deter participation in "voluntary best practices," particularly if policymakers should characterize one given effort as superior to another, toward meeting some yet-unstated metric. Such evaluation may also be perceived as setting a minimum bar of regulatory compliance necessary for market entry.
141
The CCIA's comments highlight the potentially distorting and counterproductive effects of coerced self-regulation on the affected actors and markets. If, as a regulatory reality, voluntary best practices agreements are voluntary in name only, Internet intermediaries may be willing to roll the dice on what the MPAA calls "improvements in the law," 142 especially after the spectacular demise of SOPA and PIPA. Despite IPEC's assertion that its approach to securing cooperation from online intermediaries is non-regulatory, the administration can't seem to decide if it is engaged in regulation or not when it "facilitates" the formation of voluntary agreements. In response to a Freedom of Information Act (FOIA) request for documents relating to the negotiation of the best practices agreement for payment processors, IPEC identified more than sixty responsive documents in its possession but declined to produce a single one, citing, inter alia, the deliberative process privilege in Exemption 5.
143
According to the U.S. Department of Justice, "the general purpose of [Exemption 5] is to prevent injury to the quality of agency decisions." 144 The cases establish two criteria, both of which must be met, for invoking the deliberative process privilege to deny a FOIA Second, the document must be deliberative, meaning that it is "a direct part of the deliberative process in that it makes recommendations or expresses opinions on legal or policy matters." 146 For documents in IPEC's hands relating to the negotiation of the best practices agreement for payment processors, the first criterion is clearly not met because the documents are not antecedent to the adoption of any agency policy. IPEC's refusal to disclose the documents, however, amounts to an assertion that they were implicated in the formation of public policy. 147 And that assertion runs counter to IPEC's representation that its approach to securing intermediaries' cooperation is non-regulatory. The dissonance reflects the ambiguous status of IPEC-facilitated voluntary agreements and the need for the government to get its regulatory story straight vis-à-vis both the public and the intermediaries whose cooperation it seeks.
II. HOW PAYMENT BLOCKADES WORK: "BEST PRACTICES TO ADDRESS COPYRIGHT INFRINGEMENT AND THE SALE OF COUNTERFEIT PRODUCTS
ON THE INTERNET" The voluntary best practices agreement for payment processors is actually a two-sided proposition, insofar as it incorporates a complementary set of best practices for rights owners.
148
The participating payment processors named in the agreement are American Express, Discover, MasterCard, Visa, and PayPal.
149
There are no named rights owners in the agreement, but according to a report prepared for IPEC by the International AntiCounterfeiting Coalition (IACC), which administers the agreement, there are thirty-one participating rights owners, including manufacturers of apparel, shoes, luxury goods, electronics, cars, cigarettes, pharmaceuticals, software, and consumer products.
150
The two sets of best practices were adopted, respectively, in Similar to the graduated response protocol in the CAS, to which broadband users become bound through terms of service with their providers, the enforcement protocol in the best practices agreement becomes binding on merchants through payment processors' policies, which prohibit the use of card services for illegal transactions.
155
There is, however, a very important difference between the voluntary best practices agreement for payment processors and the MOU that created the CAS: the best practices agreement is, by its express terms, not legally binding on the participating parties.
156
Although the terms of the agreement are sufficiently specific to be enforced, the parties disclaim contractual intent.
A. The Protocol for Payment Processors
At the core of the best practices agreement for payment processors is a notice-and-termination protocol. The protocol is operationalized through the RogueBlock "Portal Program," a web-based software system MemberNewsDocs/October%202012%20Report%20to%20IPEC%20-%20FINAL.pdf (describing the program).
151. Best Practices for Payment Processors, supra note 125, at 1; Best Practices for RightsHolders, supra note 148, at 1. 154. See Bridy, Graduated Response, supra note 22, at 27-28 (explaining the role of the Center for Copyright Information).
155. See EXECUTIVE SUMMARY, supra note 150, at 3 ("The Portal Program is dependent on Card Network policies, which prohibit merchants from using card services for illegal transactions. Use of card services for sales of counterfeit or pirated goods constitutes a breach of these policies, and thus provides for remediation of the corresponding merchant account.").
156. See Best Practices for Payment Processors, supra note 125, at 4 ("These best practices are voluntary and not legally binding.").
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for managing communications between rights owners and payment processors concerning alleged "rogue sites."
157
Rights owners pay annual fees for access to the program. 158 The program's front end is a secure online portal through which participating rights owners submit complaints containing information specified in the best practices agreement.
159
The portal provides a standardized, fillable web form for this purpose. 160 The program limits rights owners to "a maximum of twenty-five complaints per month." 161 On the back end of the program, the IACC reviews complaints and relays them to the relevant payment processor, which takes action as specified in the best practices agreement. 162 The payment processor then reports back to the IACC about the outcome of each complaint. 163 Rights owners can track the status of complaints and view outcomes via the online portal.
164
A complaint from a rights owner under the agreement must contain four elements to be actionable: (1) a description of the alleged infringement and the "Illegitimate Products," including the identity of the website in question; (2) evidence that infringing products are available on the website using the payment processor's services (e.g., a screenshot of a payment processor's logo on the site); (3) a copy of a cease-anddesist letter or DMCA notice from the rights owner notifying the website's owner of the allegation of infringement, or an attestation that, to the best of the rights owner's knowledge, the site is not licensed or authorized to distribute the products; and (4) evidence that the requester owns the copyright or trademark in question. 165 If the payment processor requires additional information concerning the complaint, the rights owner must provide the information promptly.
166
The agreement does not require test transactions as part of the complaint submission. 167 Nor does the agreement require any pre-complaint direct communication between the rights owner and the accused merchant. 
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Upon receiving a complaint, the payment processor must conduct an investigation. 168 If the payment processor is of a type that deals only indirectly with merchants through banks known as acquirers, which recruit merchants into card programs, then the relevant acquirer is responsible for conducting the investigation. 169 MasterCard and Visa are structured in this way. 170 For payment processors that interface directly with merchants (e.g., PayPal, Diners Club, and American Express), the payment processor is itself responsible for conducting the investigation.
171
Once a party files a complaint, the agreement puts the onus on the accused merchant to produce "credible evidence" that it is not engaged in infringing transactions.
172
If the merchant fails to respond or doesn't meet its burden, or if the party conducting the investigation "determines in its reasonable opinion that the merchant is engaged in sales of Illegitimate Products," then the merchant must block future infringing transactions.
173
If the merchant continues to engage in such transactions, then the payment processor or the acquiring bank "shall suspend or terminate payment services to that merchant with United States account holders."
174
The agreement contemplates additional "appropriate remedial measures" but does not specify them.
175
Termination is the typical sanction, as revealed in the IACC's FAQ for the Portal Program:
 What happens after a violation is reported? First, the IACC staff confirms that your Claim Report includes all the data necessary to proceed. Once that is done, a Trace Message 176 will be initiated to help 168. Id. at 2. 169. Systems structured in this way are known as four-party, or open, payment systems, because they operate through relationships with consumer-facing issuing banks (a.k.a. issuers) and merchant-facing acquiring banks (a.k.a. acquirers). See id. at 3. Issuing banks issue payment cards to consumers, and acquiring banks enroll merchants into card programs. Id. In a four-party system, the payment processor has no direct relationship with either merchants or cardholders. Id.
170. See id. 171. PayPal, Diners Club, and American Express are three-party, or closed, payment systems because they interface directly with merchants and consumers. See id. In a three-party system, the payment processor issues cards, recruits merchants, and processes transactions. [a] 'trace message' is an attempt to make an online purchase using a valid, yet set-to-decline credit card. It is similar to a test purchase, but because the payment is declined, no goods are delivered. The purpose of a trace message is to assist the Card Network in identifying the merchant account associated with the The information received back from the Trace Message will identify the merchant processing the transactions. Typically, that merchant is then terminated-though in some cases, the offending content can be removed. . . .
177
In 2013, the IACC reported that 26,000 payment channels 178 identified on 7500 accused websites and more than 2100 individual merchant accounts had been terminated.
179
For merchants who believe they have been wrongly sanctioned, the agreement requires payment processors to "have a process in place to allow for prompt review of remedial measures."
180
The agreement is silent, however, as to what or how much process is due when a merchant requests a review. No provision exists for third-party review or for a stay of termination pending resolution of the review.
181
In cases where the merchant disputes termination and the payment processor or acquiring bank reasonably concludes that the accused merchant is operating legitimately, the agreement implicitly contemplates that the payment processor may nevertheless impose or sustain termination if the rights owner is willing to indemnify it for any resulting legal liability. 180. Best Practices for Payment Processors, supra note 125, at 3. 181. This is in contrast with the CAS, which provides for a stay of sanctions pending review. See Bridy, Graduated Response, supra note 22, at 53-54 (explaining the process for appealing a mitigation measure in the CAS).
182. See Best Practices for Payment Processors, supra note 125, at 3 ("A Payment System Operator may request a written agreement by the Right Holder to support the Payment System Operator fully in connection with a dispute where, in the Payment System Operator's reasonable opinion, the merchant provides credible evidence supportive of the merchant's position that it is not engaged in illegal conduct, including by defending, holding harmless and indemnifying the Payment System Operator for any costs, expenses (including legal fees) or liabilities arising in connection with such dispute.").
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B. The Protocol for Rights Owners
The first best practice to which rights owners agree on their side of the bargain is that they will operate in good faith in identifying culpable websites.
184
The remaining best practices for rights owners are directed to streamlining the logistics of the notice-and-termination protocol described above. 185 Rights owners that are members of trade associations must channel their notices through those trade associations, which are designated as "channeling associations."
186
Channeling associations are expected to consolidate notices before presenting them to payment processors. 187 For cases in which a payment processor requires additional information, rights owners must designate a single point of contact and respond expeditiously to requests for additional information.
188
Participating channeling associations agree to develop and use a standardized form or system for submitting complaints and a standardized coding system to identify different types of infringement, such as "unauthorized copyright download, unauthorized copyright streaming, counterfeit goods, [and] circumvention devices." 189 For accused sites that accept payments from more than one payment processor, channeling associations are expected to provide concurrent notice, when possible, to all of the implicated payment processors, so that each is aware of the others' investigations.
190
To all appearances, the IACC's Portal Program was purpose-built to operationalize the agreement, and the IACC single-handedly fulfills the protocol's channeling function for the large number of corporate trademark and copyright owners that are its members.
191
The IACC's member trademark owners include frequently knocked-off luxury brands such as Coach, Louis Vuitton Malletier, and Hermes.
192
The member copyright owners include the major recording labels and their trade association (the RIAA), the major movie studios and their trade association (the MPAA), and the major entertainment software distributors and their trade association (the ESA).
193
To view the extensive list of corporate rights owners that belong to the IACC is to appreciate the rationale for channeling in the best practices framework; without it, the protocol would be unmanageably inefficient.
III. SOME NORMATIVE CONSIDERATIONS
As voluntary enforcement agreements multiply at the urging of Congress and IPEC, advocates of balance and transparency in the intellectual property system have reason to be vigilant about their impacts on public access to physical and digital products online. The intermediaries that are parties to these agreements collectively exercise tremendous control over the Internet's universe of accessible content. If the agreements and their notice-and-sanction protocols were guaranteed to reach only "Illegitimate Products" and their purveyors, there would be no cause for concern. Because there is no such guarantee, however, and because the very point of these agreements is to facilitate the fast removal of large quantities of content, the protocols themselves should incorporate robust checks for preventing overreach and mistake. This Part considers the nature and adequacy of those checks to prevent extraterritorial application of expansive U.S. intellectual property laws and to insure that accused merchants do not have their payment services unfairly terminated.
A. Extraterritoriality
For rights owners, the appeal of payment blockades lies largely in their ability to reach, in SOPA's parlance, "foreign infringing sites." INTERNET PAYMENT BLOCKADES 1555 intellectual property laws between the United States and a jurisdiction in which a targeted site is registered and its operators and servers are located, the foreign operator of the targeted site and the site's non-U.S. customers could become indirectly subject to U.S. law through the imposition of a voluntary payment blockade.
196
Voluntary payment blockades can thus operate as a vehicle for the extraterritorial application of U.S. intellectual property laws, which can be significantly friendlier to rights owners than laws in other jurisdictions.
197
Under domestic judicial precedents, U.S. copyright law can have no extraterritorial effect.
198
Federal trademark law, on the other hand, can have extraterritorial effect, but only in very limited circumstances.
199
If payment processors are to avoid becoming copyright and trademark norm exporters for the benefit of U.S.-based rights owners, online payment blockades must be "zoned" to reach only transactions involving U.S. customers attempting to procure materials that are infringing or counterfeit under U.S. law.
200
Problems of extraterritoriality were at the forefront in the case of AllofMP3.com, an online music store hosted in Russia and operated by Russian nationals. 196. Cf. MacCarthy, supra note 19, at 1091-92 (pointing out that legal disputes involving cross-border online transactions can be complex for payment processors to assess and navigate when the merchant and the customer are in different jurisdictions and either the laws in the two jurisdictions are not the same or the legal situation in one country differs from that of the other).
197. See, e.g., id. at 1095 (noting that in one case, "a local court ordered a local bank to continue to provide payment services" despite the fact that "these transactions would still be illegal in virtually every other country in the world").
198 Instead, it published a defiant statement on AllofMP3.com asserting the legality of its operation under Russian law and its right not to submit to the jurisdiction of New York courts. 207 It refused to accept service of process in Russia under Russian rules of procedure, and it opposed the plaintiffs' motion for authorization of substituted service in the United States under the Federal Rules of Civil Procedure. 208 After the judge in the case granted the labels' motion and authorized substituted service on MediaServices' New York attorneys, MediaServices moved to quash the substituted service. and determined not to litigate the case on its merits in the United States under U.S. law.
210
Covering all their bases, and likely anticipating the tooth-and-nail fight over jurisdiction in New York, the record labels were already pursuing extrajudicial (i.e., private and political) remedies when they filed the suit. In September 2006, the International Federation for the Phonographic Industry (IFPI) successfully prevailed upon Visa and MasterCard to voluntarily stop processing payments for the site. 211 In addition, the U.S. Trade Representative pressured Russia to amend its law to illegalize the site as a soft condition for entry into the World Trade Organization. 212 Although Russia did later amend its law, the site-wide payment blockade went into effect before the change occurred. 213 In the interim, Visa and MasterCard were enforcing U.S. copyright law in Russia and blocking transactions that were legal in Russia.
214
MediaServices sued Visa in Russian court for breach of Visa's terms of service and won. 215 The victory was moot, however, in light of both the intervening change in Russian law and the pre-judgment impact of the 1558
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216
During the pendency of the litigation, the site shut down, leading the labels to dismiss the suit in May 2008. 217 Limiting the geographic scope of payment blockades can mitigate the problem of extraterritoriality and prevent U.S. law from becoming, de facto, the law governing every card-mediated transaction involving an accused online merchant, no matter where the merchant and its customers are located. Although mapping real-space territorial boundaries onto the Internet presents well-documented practical and theoretical challenges, legal frameworks for adjudicating conflicts of law in disputes involving cross-border transactions predate the Internet and have proven adaptable to online scenarios. 218 In the anti-piracy and anti-counterfeiting domains, MasterCard's payment blocking policy is representative of the approach payment processors have taken to handling conflicts of law between an online merchant's home jurisdiction and an online customer's home jurisdiction:
If the Merchant is located in a country where the online sale of the alleged Illegitimate Product does not violate applicable country laws, the Acquirer must suspend or terminate acquiring sales by that Merchant to account holders of accounts issued in countries where the sale of the alleged Illegitimate Product is illegal or is otherwise prohibited by local law. 
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220
Visa calls this principle "dual jurisdictional compliance": If the merchant and his customer are physically located in different countries, then the merchant must comply with the laws of the customer's country as if the merchant were physically located in that country.
221
The best practices agreement provides for jurisdictionally selective blocking in the same manner as MasterCard's and Visa's policies; it requires payment processors, acting on an allegation of infringement under U.S. copyright or trademark law, to "suspend or terminate payment services to [the accused] merchant with United States account holders."
222
By limiting the blockade to payments from U.S. account holders, the best practices agreement does not prevent transactions that are legal for both the merchant and the customer in the countries where they are physically located.
223
This solves the extraterritoriality problem that confronted AllofMP3.com.
The agreement does, however, export U.S. law to the extent that a merchant located in a country where infringing-under-U.S.-law transactions are legal must treat those transactions as illegal when U.S. account holders are on the other side of them.
224
Such is the case, however, with cross-border transactions in physical space. For example, a seller of hashish in Amsterdam cannot legally ship product into Albany, even though a tourist from Albany is free to partake at an Amsterdam cafe. Considered in terms of negative impacts on the overall integrity of the global e-commerce system, the "zoned" payment blockades contemplated in the best practices agreement are preferable to the "zoned" DNS blocking protocols contemplated in COICA, SOPA, and PIPA, because payment blockades don't threaten to wreak havoc on the Internet's addressing system. 
B. Fair Process
What is most troubling about payment blockades is that they are imposed summarily by entities ill-suited to make on-the-fly determinations concerning the merits of intellectual property disputes, particularly with respect to websites where infringing and noninfringing content commingle. Payment processors can do a pretty good job of limiting blockades geographically through the principle of dual jurisdictional compliance; the less tractable challenge is to impose payment blockades justifiably-in a way that does not deny fair process to accused online merchants or impede the sale and distribution of lawful content and products to consumers who want them. Two features of the best practices protocol are concerning in this respect: (1) the protocol places the burden of proof on the accused merchant to prove her innocence following a complaint from a rights owner, and (2) the protocol substitutes the hurried judgment of a participating intermediary for the more deliberate judgment of a court. These two features make private enforcement much more efficient but also much less procedurally fair than civil judicial process.
The best practices agreement requires payment processors to investigate rights owners' complaints and puts the onus in an investigation on the accused merchant to prove to the satisfaction of the payment processor that the merchant is not engaged in infringing sales.
226
This arrangement reverses the ordinary allocation of burdens in a civil suit for infringement by requiring the accused party to prove its nonliability through the provision of "credible evidence." 227 The agreement leaves it to the discretion of a payment processor to determine the nature and scope of its investigations.
228
On that point, the agreement does not appear to contemplate much beyond the payment processor's asking the merchant to "provide written evidence that it has the right to legitimately sell the product in question." 229 Just as the agreement doesn't require a rights owner to perform test transactions before submitting a complaint, it doesn't require a payment processor to conduct test transactions in the technical challenges that could frustrate important security initiatives. Additionally, it would promote development of techniques and software that circumvent use of the DNS. These actions would threaten the DNS's ability to provide universal naming, a primary source of the Internet's value as a single, unified, global communications network.").
226 course of an investigation.
230
The payment processor performs both investigative and adjudicative functions, taking findings of fact and conclusions of law about copyright and trademark infringement out of the hands of juries and judges.
An accused merchant's avenue of redress also detours around the courthouse. If the merchant wants to contest the outcome of a payment processor's investigation or the imposition of a sanction, its appeal is to the payment processor, which owes it a "prompt review" under the terms of the agreement. The agreement doesn't specify either temporally or substantively what review will suffice. If a rights owner wants to go to the mat in a particular case, however, the payment processor may do its bidding, in spite of a reasonable belief that the merchant is not engaged in infringement, if the rights owner agrees to defend, indemnify, and hold the payment processor harmless for the contested blockade.
232
If the rights owner is willing to assume the risk of suit, the agreement is such that the payment processor can impose a payment blockade and more or less wash its hands of any adverse legal consequences. That arrangement creates an incentive for payment processors to over-block merchants and leaves final decisions about disputed blockades in the hands of complaining rights owners. Whether, and to what extent, a revenuerelated disincentive might offset that incentive to over-block is unclear. But given the fact that participating rights owners are themselves very high-value customers for payment processors, the business incentive to over-block may be irresistible.
To protect fairness in the face of efficiency, the best practices agreement for payment processors should incorporate a right of review by a legally competent neutral third party, as, for example, the CAS does. 233 The AllofMP3.com case demonstrated that a civil suit for breach of contract between a wrongfully blockaded merchant and his payment processor is always available as a backstop; however, if the goal of voluntary agreements as a genre is to provide for efficient, fair, and selfcontained private resolution of online intellectual property disputes, then such agreements should always include the option for review by a neutral third party. 230 . See EXECUTIVE SUMMARY, supra note 150, at 5. 231. Best Practices for Payment Processors, supra note 125, at 3. 232. See id. 233. See Bridy, Graduated Response, supra note 22, at 53-54 (explaining that a broadband user subject to a "mitigation measure" within the CAS has the right to appeal the sanction to a third-party arbitrator before the sanction is imposed).
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IV. WORKING AROUND PAYMENT BLOCKADES: OTHER WAYS TO PAY
Any method of enforcing intellectual property rights online is only as effective as it is difficult to circumvent. For determined online infringers, getting around the obstacles that rights owners erect between them and free content has always been the name of the game. 234 Since before the dawn of the cat meme, technically savvy infringers have been leading rights owners on a merry chase across the Internet. In light of this rich history of evasion, answering the "circumvention question" is essential to assessing whether Internet payment blockades can actually make online infringement unprofitable.
If an online merchant is wholly or even predominantly reliant on traditional payment systems to realize revenue from transactions, then the imposition of a payment blockade will be fatal to that merchant's business. If, however, an online merchant can accept payments outside of traditional payment systems or can route card payments around payment blockades, then payment blockades become less effective, if not altogether neutralized, as an enforcement tool. This Part considers the use of vouchers and virtual currencies-specifically Bitcoin-to circumvent payment blockades.
A. Vouchers for Downloads
The use of vouchers to pay for downloads at AllofMP3.com followed shortly after payment processors instituted their blockade of the site. 235 A man alleged to be a U.K.-based agent of AllofMP3.com listed vouchers, valued at ten pounds apiece, for sale on both eBay and the dedicated URL allofmp3vouchers.co.uk. 236 The sale of vouchers on eBay was a means of co-opting a legitimate marketplace by tapping into its users' ability to make payments through the very payment processors that had cut off direct payments to AllofMP3.com. Each voucher contained an access code that enabled its user to download tracks from AllofMP3.com.
237
Before London police shut down the voucher scheme, it generated an estimated tens-of-thousands of pounds in revenue for the blockaded Russian site, all of it deposited into offshore accounts. Bob each use a Bitcoin client to join the Bitcoin P2P network. Alice and Bob each have a Bitcoin "wallet" on their computers. Inside each wallet, there is some number of virtual addresses, each of which has its own balance of Bitcoins. Alice publicly declares, via her client, that an address in her wallet wants to re-assign two of the Bitcoins associated with it to an address in Bob's wallet. Anyone on the network can verify the transaction between the address in Alice's wallet and the address in Bob's wallet using public-key cryptography. Using public-key cryptography, the network's participants verify the validity of Alice and Bob's transaction as a matter of consensus and append it to the public history of previously agreed-upon transactions. This public history, or ledger, is known as the block chain.
244
In the Bitcoin system, the block chain substitutes for a trusted third party as the means of verifying transactions.
245
Participants in the network who maintain the block chain are called miners and receive newly mined Bitcoins as compensation for their computational work.
246
Because this method of compensating those who do the work of keeping the currency secure and verified inheres in the system's architecture, the cost of trust is not passed on to those engaging in transactions.
Bitcoin is attractive to online merchants and their customers for a number of reasons. Because no third-party payment processors are involved in Bitcoin transactions, merchants pay no third-party transaction fees. They can retain their saved costs as profits or pass them along to customers in the form of lower prices. Merchants also have freedom from contract within the Bitcoin system. They do not have to agree, in exchange for the right to receive payments, to any standardized terms of service or codes of business conduct drafted by payment processors. Absent those contractual relationships, payment processors cannot unilaterally terminate merchants' ability to receive payments for any actual or alleged misconduct. By opting into the Bitcoin system and out of traditional payment systems, merchants can avoid becoming subject to the private law enforcement regime to which payment processors have agreed in the voluntary best practices agreement.
Cutting out the middleman as a private law enforcer cannot be equated, however, with wholesale evasion of law enforcement within the Bitcoin economy. Criminally inclined online merchants who have embraced the free-wheeling culture of Bitcoin in its immature phase will have a progressively harder time operating under the radar as Bitcoin's proponents intensify their efforts to make the system part of the financial mainstream. 247 When the FBI cracked down on the darknet online marketplace known as the Silk Road in late 2013, agents seized 144,000 Bitcoins with a market value of $28 million. 248 For more than two years before the FBI shut it down, the Silk Road was an online bazaar for all manner of contraband-from narcotics to guns to counterfeit goods and (presumably, child) pornography. 249 Bitcoin was the coin of the realm. The Silk Road's seizure by federal agents was a very public signal that the Bitcoin system will be brought by degrees within the financial regulatory and law enforcement framework outside of which it operated in its first few years of existence-and within which traditional payment networks have long operated. For legitimate merchants, participation in a more highly regulated and policed Bitcoin system will remain a way to avoid both transaction costs and compliance costs associated with traditional payment networks. Merchants who accept Bitcoin will increasingly have to do business within the limits of public law, but they will always remain free of the private-law obligations that go hand-inglove with reliance on trusted payment processors.
Bitcoin appeals to buyers in online marketplaces primarily because Bitcoin transactions can afford a degree of privacy not associated with card payments. Traditional payment networks operate on the "know your customer" principle, which is a rule of verification required in part to safeguard the security of transactions and in part to ensure compliance with anti-money-laundering and anti-terrorism laws. 250 Payments in a traditional payment system are linked to verified personal accounts belonging to verified individuals. Bitcoin is not (and was not designed to be) intrinsically private or anonymous, despite public perception to the
